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Niagara Framework
Always Evolving - 4.12

Niagara 4.12 brings exciting new features that continue to evolve Niagara’s key tenets of visualization, rapid deployment, security, Edge, connectivity, certification and
IT compliance.
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WebWiresheet 2.0

WebWiresheet is a native HTML5 configuration tool which extends the power of the Workbench Wiresheet Application into a Browser Environment

* Intuitive Linking

e  Multi-Selection Mode

e Rapid Relation Marking

e Search Service Integration
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HTML5 BQL Query Builder

Provides an enhanced querying workflow and improved user experience,
giving you even more flexibility to quickly get the job done

* Query components via an HTML5 Browser Interface
* Configure Reports in a Browser using the Report Service
* Create BQL queries for later use across your Niagara Stations

Edit saved queries

Name Query

Example Query station:[slot:/|bgl:select toPathString, handle, type, icon.encodeToString from control:NumericPoint where name like **Tmp*' and parent.name = ‘AHU_01" H Remove

Or QLA HLL OL/SATmn contral-humariciiintahla

) ¥ Mova Do
Bql Query Builder
or}

o QM £I|0

O | In:| @ Config| Q of type: @ Numeric Point v

or]

Matchm ®
name like ¥ |*Tmp* [~ ]
parent.name = ~ |AHU_O01 | b
out.value < v 65 =]
ub
0K Cancel ub
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MQTT Driver Azure® Authenticator

Reduce the time and complexity of integrating Niagara with cloud solutions with updated connectivity options.

Updates to Niagara MQTT driver to support
Azure authentication

Utilize with the JSON Toolkit to construct cloud
messages
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HTML5 Niagara Network Point Manager

Extends the functionality of the Workbench Niagara Point Manager Application into a Browser Environment.

* Discovery and addition of components via an
enriched HTML5 Browser Interface

* Drag-n-drop functionality

* Improved user experience

* Enhances your workflow efficiency

* Provides Added Flexibility
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Slot Path Type
D fServices/SecurityServicefcertificates/tridium fexpiry nss:Centificate ExpiryPoint
» @ fServices/SecurityService/certificates servercert expiny nss:Certificate ExpiryPoint
B fServices/EventService Recompile kitCentrokGreaterThan
@ fServices/EventService/RecompileTime|
B fServices/EventService/Multivibrator a _
B rServices/EventService/LessThan pD! nts
»B  fServices/EvertService And station:|slot:/Drivers/NiagaraMetwork/TridiumStation/Floor_01/
v @ [Drivers/Miag e/ TridismStatiol
p— ¥ @ Config
Name poimid 4 E::;ﬂ:l':;;”m
; CCVhvPos slot:/Drivers/Floor_ » e Seivicen
DprRstSp slot:/Drivers/Floor_0 b O Save
D LowTmpDet slot:/Drivers/Floor_0 N ? gw::: S
D maTmp sloit:/Dirivers Fhoor_08 g ¢
D ondmpres slot:/Drivers/Floor_0 :_i Status
D omtmp slat:/Drivers/Floor_0) ’ 'i Enabled
] OAval slot:/Drivers/Floor_0§ : ;:am:;:jause
D macoz slot:/DriversFloor_0) ' 0 A::m Saanca bl
S New Felder ¥ 3 Monitor
¥ Q Ping
* B Local Station
b & Sys Def Provider
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Ord Type: Slot @
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HTTP Client Driver

The HTTP Client module provides tools and a driver, which interact with HTTP services, such as web services and restful APl endpoints

« Permits data exchange both in and out of a station
« Execute a GET, POST or PUT between Niagara and APIs or web services

;)

Niagara
Supervisor

SW Option for

Requires Active

Purchase SMA
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General Cyber Security Enhancements

User Prototypes & Authentication Scheme

« The SAML Authentication Scheme can now be configured to optionally merge user prototypes that match a user'sprototype attributes, instead of
just picking a single prototype.
« LDAP and Kerberos authentication schemes can now be configured to optionally merge user prototypes that match auser's prototype attributes,

instead of just picking a single prototype.
Platform User Access

« Niagara Daemon user logins and login failures are now captured in the local station’s "Security Audit Log"
Security Dashboard Enhancements
« Hidden Users are now displayed on the User Service Card

Warning 2
0K 1
Info -

Number of hidden users: 1.

A Super User with name "admin® exists.

Lock Qut feature is enabled in the User
Service.

) Number of all users in the station is: 4.

7} Number of Super User accounts in the

station is: 2.

(1) Password expiration is DISABLED for all

USErs.

) Concurrent sessions are ENABLED for

super users: admin, lucid

Number of hidden users: 1.

Hidden users may not show up in every view. An attacker could create a hidden user that would be difficult to detect. Itis not

recommended to have any hidden users.

* Time Rangs

test/SecurityHistory

Timestamp Oparation
21-5ep-2132T33AMEDT  Login
21-5ep-21 F2FI0AMEDT  Login
21-Sep-21 32840 LM EOT  Login Failure
11-5ep-11 33540 AM EDT  Logout
21-5ep-21 10M226AM EDT  Login
21-5ep-21 104402 AM EDT - Changed
11-5ep-21 10:45:42 AM EDT  Changed

| rsepmisaraMmeErTwo: (D

User Name  Message

admin ServiceFo Kservice/senvenConn eCtions! session | 117.0.0.1 | Workbench 412 0.37.272
Fi =) Flatform | 127.0.0.1 | N iagara/d,12.0.37.272

sfjldjkh Platform | 127.0.0.1 | Ningare/4.12.0.97.272

sdmin {ServicesFoxService serverConnedions/Session | 127.0.0.1 | Workbench £.11.0.37.272

admin iservicesFoxService/senverconn etions/Sesgion | 127.0.0.1 | Workbench 4,12 0.37.272

admin Pro perty (Send oes/Fanse relee, 50 pportLeganyClients chan ged from "Defau It ves (may change In future verslion)' te Mo [Recommended]
sdmin Property | Services/WebService/hostHead ervalidationSettings validateHost Header changed from 'false' to ‘true’
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Securing Niagara -3 Party Module Signing

I
~

—e

Low Medium High

Niagara 4.8 Niagara 4.9 - 4.12 Niagara 4.x (future)

Verification Mode Description

Modules that are unsigned, untrusted, or have expired certificates will cause warnings but still function. Error if signed module modified after it was signed.

Low Can be increased to Medium or High.
Medium All modules must be signed by valid, trusted certificate (may be self-signed). Can be decreased to Low or increased to High.
High All modules must be signed with CA Certificate. Can be decreased to Medium.
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Facilitating Niagara at the Edge

Reduce time spent installing, commissioning, and configuring multiple Niagara devices with application templates and provisioning.

« Enhanced Layout -Combined 0
Network & Device Job Step Windows

Updaie Licenses

Update Licenses
Update all of the station(s), importing licenses from the licensing server

Running stationis) must be restarted for the licenses to become effective

—= #iRestart station(s| after licenses update

OK Cancel I
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New Provisioning Job Steps -
Remove Platform User, Set Platform
User & Remove Property

« Upgrade License Job Step now
allows users to Defer Reboot for

Later

FE New Job Step
Sy e i
LT sexcertficare alles

) setplatfom Cradentials

o SetPropery

&, et Statien Connection Credentials

o Set Station User Password

B, set SystemPassph rase

i e TLS Level

(D setTime

#= Setup Redprocsl Connedion

& Sz Certifiote

ﬂ Undzte Template or Application Configuration
a upgrade Application Template

Ty Upgrace Out-of-date Softwane

) Upgrode Template
P& p

setcertificots alias ferthe plotfam, fox and web senioes
setpletform cedentiale

Eetaradd a property

Setthestation credentials used to connect to the remote station,
Setthe passward of the current station user

SetSystem Passphrase

Set TLE levelForthe platfam, fox, and web services

setthetime foreach deviee

Setup the Misgara Network connection from remate station ta sup
Sten acertificate on cach stotion

Update configuration of deploved temp lates or installed applicaticl = [
Upgrade an application o= mplate | nstall=d on stations in the job

Upgrade out-of-date software for each station in thejob

Upgmde deplayed templateinstances on each station inthe job

oK Cancel
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History Character Limit Expansion

Giving you back the flexibility you deserve!

In previous versions of the Niagara Framework, the character limit on
history names was 44. Now in Niagara 4.12, the limit has been
expanded to 200 characters.

+ Conform with any Point Naming Convention

* Removes the need for cryptic point naming

*  Quickly Locate Niagara Histories

I ——

14 MAC36NL Release 1/2023 www.ismacontrolli.com




Supported Infrastructure
Keeping pace with advancing infrastructure to enable more efficient, long-term support

Windows

Windows 10 64-bit
Professional /
Enterprise

Windows 11

Windows Server 2016

Windows Server 2019

Supported Operating Systems

Linux

Red Hat Enterprise Linux
7.x 64-bit

RedHat Enterprise Linux
8.x 64-bit

Ubuntu Desktop &
Server
20.04 LTS
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Virtual Machine

VMWare ESXi6.7

Mobile

i0S 12

i0S13

Android 8 (Oreo)

Android 9 (Pie)

Android 10 (Queen
Cake)

Supported Databases

SQL Database Niagara SystemDB

MySQL Server 8.0
(mysql-connector- Orient v3
java-8.0.24)

MS SQL Server
2016 (v13)

MS SQL Server
2017 (v14)

MS SQL Server
2019 (v15)

Oracle 12c.1/2

Oracle 18c

Oracle 19c LTS

Supported Browsers

Browser Mobile Browser
Chrome (v85) Safari on iOS (v13.1)
Firefox (v81) Chrome on Android (v85)

Microsoft Edge (v85)

Web Launcher

www.ismacontrolli.com



Niagara 4.12 Hidden Gems

A Collection of Smaller Features with each release that provides specific ongoing value for Niagara
stations, applications, services and/or end-users

*  HTMLS5 ColorEditor
*  PXTransform Pane -Mirror, Flip & Rotate
Visualization HTMLS GridTableExport

* New Version Property on All Dictionaries
« Ad-Hoc Enum Range Support

Tagging ‘

+ kitControl Reset Component

Connectivity
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(@ ISMACONTROLLI

Niagara 4.10U3 LONG TERM SUPPORT RELEASE

Niagara4io
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4.10 LTS -Update Build Cadence
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The Why - Key Highlights

AN

% Support Updates & Defect Fixes through Q4 2023

% t Cﬁ] 1) Stabil ity Targets Application Developers & Enterprises

w Functionality Powerful Feature Set
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Niagara 4.12 and 4.10U3 for
MAC36NL

Thank You
Pawel Szarmanski

iISMA CONTROLLI S.p.A.

Via Carlo Levi, 52

16010 Sant'Olcese (GE), Italy
+3901073061
info@ismacontrolli.com
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