Niagara 4.11
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Why we update Niagara on MAC36NL?

“ ' Appeal Latest & Greatest Features in Niagara

Innovate Targets Customers Who Need New Functionality

Perform Library updates, bug fixes, security enhancements




Niagara Framework
Always Evolving - 4.11

Niagara 4.11 brings exciting new features that continue to evolve Niagara’s key tenets of visualization, rapid deployment, security, Edge, connectivity, certification and
IT compliance.
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Visualization - WebWiresheet

WebWiresheet is a native HTML5 configuration tool which extends the power of the Workbench Wiresheet Application into a Browser Environment

* Reduces truck rolls

* Improved user experience

* Enhances your workflow efficiency

* Provides Added Flexibility — create and
configure using a mobile device




Visualization - WebChart Enhancements

In Niagara 4.11, WebChart has never been more powerful and performant!

* Provides Interpolation of Missing or Invalid B Auto B O AD O ®
Data TridiumStation_OATmp @ Tdwmsiation OATmp (@) AHU_01_RATmp
* Choose from a variety of visualization options
* Improved UX and workflow efficiency for end i
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Security - TLS V1.3

TLS 1.3 is the latest standard for secure communications over IP

* Enhances Station Performance

e Critical Enabler for BACnet/SC

* Features a stronger security profile than TLS
1.2
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Connectivity - Archive History Provider

The Archive History Provider streamlines access to years of historical Niagara data stored in a relational database (RDB) for rapid visualization and analysis.

* Removes the need to Import Histories to the Relational DB

Supervisor for Visualization

* Instantly query years of archived data and
baseline against new locally stored data

* Enables well-informed analyses of equipment
operation

* Improves facility systems operational efficiency

e Supported using MSSQL, MySQL and Oracle
DBs

Niagara Supervisor



Compliance - Archive Alarm Provider

The alarmOrion Archive Provider will enhance the stability of customer building systems while also providing a compliance mechanism for CFR 21 part 11.

* Enables more well-informed analyses of Relational DB

equipment operation
* Improves facility systems operational efficiency
* Provides a compliance mechanism for CFR 21
part 11
* Quickly query closed exported alarm records

Niagara Supervisor



BACnet/SC

Niagara4l]

NOW AVAILABLE!




History Timeline for Building Automation Security
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Building Security

How have we been securing buildings with protocols such as BACnet?

Traditionally, building network protocols are
secured through:

* Use of proprietary protocols Na Supervisor
o Limits interconnectivity

* Physical separation
o Difficult in modern topologies

%
*  Virtual separation (i.e., VPN, VLAN) @—_A
o Can be costly in both hardware and
process complexity
Internet

Web Client Remote N4 Workbench
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Building Security

The Attack Surface is growing: the concern is not just building automation system vulnerability but BAS as an attack vector into enterprise it networks.

0-day Exploit Remote Attacks

Device firmware exploits
Ransomware

Phishin
Network attack against building system protocols g

Social engineering Malware infection

Building
Infrastructure

Front-end Operating System vulnerability DDoS attack
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What is BACnet Secure Connect?
BACnet/SC

BACnet Secure Connect (BACnet/SC) is a new BACnet datalink
that eliminates many of the concerns Owners, Facility Managers,

and IT professionals have with BACnet today.

It eliminates the need for static IP addresses and network ®
broadcasts while simplifying the configuration of its networks’ ASHRAE
parameters.

Secure Connect

www.ismacontrolli.com



What is BACnet Secure Connect?
BACnet/SC

Provides enhanced security for your BMS network and associated devices
»  Features encrypted communications
*  Full compatibility with all existing BACnet systems and devices through
normal BACnet routing
Alleviates IT concerns related to BMS network management
* BACnet/SC provides a sophisticated network security solution that uses
standards widely accepted by the IT community
*  BACnet/SC works easily with firewall devices that are common in IT
infrastructure
* BasedonTLS13
* Uses standard HTTPS ports and standard WebSocket protocols
*  NoUDP

» Fixed IP Addresses are no longer required

www.ismacontrolli.com



How does BACnet/SC work?

Hub and nodes

The hub...

* Directs traffic between any number of
connected nodes.

* Includes both Primary and Failover, which
provides redundancy

* Is required for every BACnet/SC network (at
least 1)

A node can be a...

* Controller

* A Thermostat

*  Facility Workstation

* Router to an existing BACnet system

A node has the option of Performing direct
connections to other nodes in addition to going
through a hub

Hub-and-Spoke Design

BACnet/SC Logical Network Topology

From ASHRAE's BACnet Secure
Connect A Secure Building
Infrastructure for Building Automation

Typical Hub Operations

Normal Situation

Failover Situation

Legend

. BACnet/SC Primary Hub
. BACnet/SC Failover Hub

. BACnet/SC Node

Node Direct Connections

— — > optienal direct connection




BACnet/SC Architecture in Niagara

What can be the hub:
* iSMA Supervisor

e  MAC36NL

* JACE-8000

For this scenario:

* Legacy devices are connected to MAC36NL,
which acts as a BACnhet MS/TP to BACnet/SC
router

* Niagara Supervisor is a Primary Hub

* MAC36NL can serve as primary or failover hub

HUB & Node

@




BACnet Secure Connect

BACnet/SC
<2 BACnet
_ BACnet Secure Connect
The IT-friend |y BACnet A Secure Infrastructure for Building Automation
David Fisher
BACnet Secure Connect (BACnet/SC) provides BA infrastructure that e

S5PC 135 IT Working Group

uses standard internet protocol and standard, widely used security
methods, eliminating much of the concern and work for an IT

department.

BACnet Secure Connect (BACnet/SC) White Paper

www.ismacontrolli.com


https://www.ashrae.org/File%20Library/Technical%20Resources/Bookstore/BACnet-SC-Whitepaper-v10_Final_20180710.pdf

Voice of the Customer

MAC36NL - iSMA |0 - Improvement -
reverse the DI (or any 10 state)

MAC36NL - iSMA_|O - Improvement - Make
Universal Input work as a Digital Input

MAC36NL - IEEE802.1X - access
authentication functionality



New Functionalities in iSMA_10 module

Property Sheet
© pigitaluniversalinput (Boolean Point)

. AnF F trueText=true falseText=alse Ol
New Functionalities: (M Facets  trueTextstrue falseTextsfalse ) @D

.o o . w [J ProxyExt  Digital Universal Input Proxy Ext
* new DigitalUniversallnput component;

=
* Polarity conversion functionality added to DigitalUniversalinput ﬂ'| r::ZII:sCause =

Digitallnput and DigitalOutput components. [t '{di“b'“'*-"“"l| W Enabled @ e

M Poll Frequency Normal

e 802.1x, an IEEE standard for network access E—::::,;::T:::nber ;

authentication is typically used in enterprises (W Polarity Conversion  Default

and campuses with large-scale networks to == Out false {ok)

provide security, scalability and ease of

management.
Functionalities added based on our customers’ 802.1x Supplicants Wired Switch RADIUS Server Identity Sources

(Authenticator) (Authentication Server)

feedback

<~

(=]
5]

== —




	Slajd numer 1
	Slajd numer 2
	Slajd numer 3
	Slajd numer 4
	Slajd numer 5
	Slajd numer 6
	Slajd numer 7
	Slajd numer 8
	Slajd numer 9
	Slajd numer 10
	Slajd numer 11
	Slajd numer 12
	Slajd numer 13
	Slajd numer 14
	Slajd numer 15
	Slajd numer 16
	Slajd numer 17
	Slajd numer 18
	Slajd numer 19
	Slajd numer 20
	Slajd numer 21



